Ultratech

mardi 23 septembre 2025 15:18

sudo nmap -sVC -p- 10.10.37.83 --open
[sudo] Mot de passe de alice :

Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-23 15:15 CEST

Nmap scan report for 10.10.37.83

Host is up (0.050s latency).

Not shown: 65364 closed tcp ports (reset), 167 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT  STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.3

22/tcp open ssh  OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 dc:66:89:85:e7:05:c2:a5:da: 7:01:20:3a:13:fc:27 (RSA)

| 256¢3:67:dd! 56: b (ECDSA)

|_ 256 11:9b:5a:d6:ff:2f:e4:49:d2:b5:17:36:0e:2f:1d:2f (ED25519)

8081/tcp open http  Node.js Express framework

| _http-cors: HEAD GET POST PUT DELETE PATCH

|_http-title: Site doesn't have a title (text/html; charset=utf-8).

31331/tcp open http Apache httpd 2.4.29 ((Ubuntu))

|_http-server-header: Apache/2.4.29 (Ubuntu)

|_http-title: UltraTech - The best of technology (Al FinTech, Big Data)

Service Info: OSs: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 34.32 seconds
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Enter up to 20 non-salted hashes, one per line:

f357a8c52799563CTcThTBC 127542332

Suppaortsc LM, NTLM, o, shal, shad24, shadSe, s MD1ED, whiripool, MySCL 4.1+ (sl 1), Quinesv3, 1Ba s
Hash Type Result
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Color Codes: [ Exoct match, Yebow: Partal manch, [ Mot found

Restricted area

Hey r00t, can you please have a look at the server’s configuration?
The intern did it and I don't really trust him,

Thanks!
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Avec linpeas.sh on a vu que le user r00t faisait partie du groupe docker et quand on voit sur le net on
peut trouver des technique d'exploitation pour devenir root avec docker.
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